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Topics to be Covered
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ÅThe Importance of Identity

ÅTypes and Variety of IDs

ÅThe Problem of Fake IDs

ÅManual ID Checking

ÅAutomatic ID Checking

ÅReader Authenticator Devices

ÅSteps in Reading and Authenticating IDs

ÅApplication Areas



Identity is Key!

·Who am I?

·How do you know who I am?

·How do I prove itõs really me?

·What can I provide?
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Building Blocks of Identity

ÅWhat a person knows é

ðpassword, PIN, fact (motherõs maiden name)

ÅWhat a person is or does é

ðBiometrics:  face, signature, fingerprint, iris, DNA, hand geometry

ðCharacteristics:  gait, speech

ÅWhat a person has in their possession

ðSocial security card, birth Certificate, tax return, credit card, 

diploma

ðID such as passport, drivers license, green card, military ID
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Å Terrorism

ð9/11 brought home the message

Å Identity Theft

ðHuge number of cases,  $$$$ to correct

ðBank fraud, bad checks, credit card

Å Underage Drinking

ðDrunken driver deaths

Å Employment / Hiring Fraud

ðJob Qualifications, legal to hire

Å é and more

IDs are important!



Where do you use an ID?

Å Board a plane

Å Open a bank account

Å Cash a check

Å Check into a hotel

Å Rent a car

Å Get a job

Å cross a border

Å Enter a secure building

Å Purchase liquor

Å Buy firearms

Å Get some Sudafed at the drugstore

Å Take a professional test 
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ÅGovernment

ÅMilitary

ÅBanking

ÅTransportation

ÅHospitality

ÅEmployment

ÅCasino

ÅUnderage products

ÅMotor Vehicle Dept



What are Some Types of IDs?

ÅPassports

ÅVisas

ÅDriverõs Licenses

ÅID

ÅMilitary

ÅGovernment (PIV)

ÅVoter ID

ÅEmployment  Authorization

ÅAlien Registration

ÅBorder Crossing Cards
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ID Standards

ÅICAO

ðID-3   Passports Visas

ðID-2   IDs

ðID-1   Green Cards, Border Crossing, Employment Authorization, 

Passport Cards, EDL

ÅAAMVA

ðUS / Canada Licenses and IDs

ðLayout

ðBarcode, Magnetic Stripe

ÅFIPS-201

ðGovernment Programs
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MRTDs - Machine Readable Travel Documents

· ICAO (International Civil Aviation Organization)
Document 9303 

· Standard has been around since mid 1980õs 

é.. but still not used universally!

Non-ICAO Passports 

perhaps 60 countries 

w/ICAO + non-ICAO

perhaps 20 countries 

w non/ICAO

· Types
ID-1   DL sized
ID-2   Intermediate
ID-3   Passport / Visa sized

e-Documents



Some MRTDs
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ÅPhoto

ÅHuman Readable Information

ÅMachine Readable Zone (MRZ)

ÅSecurity Features

ÅRFID

Anatomy of a Passport
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MRTD Features

·Non-MRZ Zone
üSpecifications for layout

üHuman readable ðcrosschecking 
possible

·Security features
üUV, microprint, laminate, OVDs, 

check digit, and others

·Non compliant ICAO -
standards not always followed
ücheck digit scheme

üMRZ location

üfont variation, spacing, ink



MRZ ðMachine Readable Zone

ÅOCR-B font  
human & and machine readable

ÅB-900 ink (IR)

Å2 line or 3 line

ÅStructured formatting of

ÅCountry, name, DOB, sex

ÅSecurity ð

Åcheck digits (7-3-1)



U.S. / Canada Driverõs Licenses / IDs

·AAMVA   (American Association of Motor Vehicle Administrators)
RMVs and DMVs, industry

·Design
· States like to show design - sometime at odds functionality

· Layout ðe.g.   Under 21 ðvertical format

· Security Features Used ðstate choices ðcost factor per license

· Data Format - Name, ID, DOB, Expiration, Face, Address, hair, etc.

·Standardization? 
· 2000, 2003, 2005 (best practice) 

· 2009 (required compliance)

·Formatting issues
· Standardized format but non uniform use of the format 

· Name format variations ðJOHN SMITH  vs.  SMITH,  JOHN

· Address format variations, zip, etc

·Real ID Act
· Some controversy re National ID, state resistance, who can get DL

· Funding to Implement?

·Verification Hub coming ðAAMVA!



Real-ID

Section 202(b) of the Act directs that REAL ID-compliant licenses and 
identification cards must include the following information:

(1)  The person's full legal name, date of birth, and gender;

(2)  The person's driver's license or identification card number;

(3)  A digital photograph of the person;

(4)  The person's address of principal residence;

(5)  The person's signature;

(6)  Physical security features designed to prevent tampering, 

counterfeiting, or duplication of the driver's licenses and 

identification cards for fraudulent purposes; and

7)   A common machine-readable technology, with defined  
minimum elements.



Driverõs License / State ID

ÅState Information

ÅLicense Class

ÅName

ÅAddress

ÅDOB

ÅExpiration

ÅBiometrics 

ðPhoto

ðSignature

ðHeight / Weight

ðHair / Eye Color
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Possible Data Sources on ID

ÅHuman Readable

ðText ðOCR

ðImage

ÅMachine Readable

ðMagnetic Stripe

ð1 D Barcode 

ð2 D barcode

ðRFID

ðContact Chip

ðWatermark
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2D Barcode

ÅMachine Readable

ÅPDF-417 is standard for DLs

ÅAAMVA standard 2000-2003-2005-2009

ÅData tags

ÅRequired / Optional / State defined

ÅStandards not always followed

ÅRedundancy
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Magnetic Stripe

ÅAAMVA standard

Å3 tracks

ÅFormat defined

ÅPhasing out 

ÅCan be demagnetized
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Biometrics

ÅTie the document to the person

ÅPicture ðfacial match to person or stored image

ÅSignature

ÅHeight, Weight, Hair Color, Eye Color

ÅFingerprint

ÅIRIS
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Security Features

ÅUV Patterns

ÅIR Patterns

ÅLaminate ðCoaxial lighting

ÅGhost Images

ÅCheck Digits

ÅOVD / Kinegram

ÅMicroprint

ÅWatermark

Åé.. Many more!
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Lighting Types

UV (Ultraviolet)

Security feature

IR (Infrared) Printing

B900 Ink

IR Printing

UV Security

Laminate

Passports/Visas

Driverôs Licenses & 

ID Cards

Color Image

Color Image

Coaxial Light

Security 

Laminates



RFID / Contact Chip

Å New generation of document with Smart Card technology tied to 

biometrics.

ð PIV card  (HSPD-12 / FIPS-201)

ð TWIC ðTransportation Workers Identity Credential

ð e-Passport / Passport cards

ð FRAC (first responders)

ð ACIS  (Aviation Credential Interoperable Solution)

ð é and others

Å Need for Improved Credentialing

ðCloser checking of breeder documents

ðCapture of Biometrics

Å Privacy Concerns

ð How close to be able to read?

Å Reader Availability



RFID+ICAO Alone is Inadequate

What About Non-Standard Documents?

Only embracing RFID/Contactless Smartcard 

doesn't solve the document 

authentication problem:

Å 214 countries, each with unique ID 

documents, most non-RFID ðover 8000 

in all

Å Most will continue to be used for the 

next 20 years

Å In the U.S., over 500 drivers license 

documents that will continue to be in use 

for many more years

Å It takes 3.5 years to train a forensic 

document inspector

Å Inspectors don't have enough time at 

inspection points to catch good fakes



ID Variety
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The Problem

Å Significant Transaction Volume

ð Over a Billion (B)  U.S. Exit / Entries 

ð 3.2B WW Airline Passengers

ð Thousands of Entry Points

Å High Number of Issuing Locations

ð 8.9K+ U.S. locations issuing Documents

ð 20,000+ international locations issuing Documents

Å Thousands of Document Types

ð Passports, Visaõs,  Driver Licenses, Other ID Cards 

March 31-April 2, 2009



ID Variety

ÅNew Issues from Jurisdictions ðall the time

ÅDifferent Classes

ðDL, CDL, Under 21, Boat, Motorcycle, ID only

ÅDifferent wording, layout, color

ÅInformation in different locations

ÅDifferent information provided by different jurisdictions

ÅDifficult for human inspectors to know all the variants

ÅWorn and dirty documents
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Some Varieties of Maryland IDõs



Difficulties

òThere are more than 240 different types of valid driverõs 

licenses issued within the United Statesó

òIt would not be easy for CBP inspectors to have a 

passing familiarity  with, let alone a working knowledge 

of, each of these documents.ó

AsaHutchinson,

Under Secretary for Border and Transportation Security

Testimony before U.S Senate Finance Committee

September 9, 2003
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ID Fraud
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Types of ID Fraud

Å Counterfeit

ðExamine Built in Security Features

Å Altered  - removal and/or addition

ðLook for Age or Date Modifications

ðLook for Photo Substitution

Å Theft of legitimate materials

ðTest for all security features

Å False issuance of legitimate documents

ðCorrupted officials (test for ID number)

Å Use of Valid Document by Different Person

ðBiometric:  Facial Matching, Signature

ðDatabase matching
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Fake IDõs - Availability

e.g.   PhonyID.com

  



Manual ID Checking
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Tools for Manual Checking
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ID Manuals
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Inspector Training



Human Examination Severely Limited

Too many documents, not enough timeé

Å Security documents have become significantly more important in todayõs 
world, but there are too many identity documents and only seconds to 
make an evaluation and approval decision.

Å There are currently more than 1,500 different types of domestic and 
international drivers licenses and identity documents in circulation.

Å 40% of passports and visas do not comply to ICAO international guidelines 
for travel documents and these will be in circulation for many years.

Å Document inspectors and security personnel cannot be expected to 
memorize the features of the thousands of different identity document types

Å Humans are susceptible to fatigue, distraction, intimidation, bribery, 
blackmailé

Å Inspectors spend too much time entering data and too little time evaluating 
the human behavior of the document presenters.



Reader - Authenticators
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Reader / Authenticators

ðRemove problems of human vulnerability to:
ÅMemory

ÅFatigue

ÅDistraction

ÅBoredom

ÅBribery /Blackmail

ðAllow more focus on:
ÅHuman behavior

ÅFacial Matching



Reader/Authenticators Allow:

ÅReading and identifying document type 

ÅCollecting information from document

Å Confirming presence of known features

ÅReference-checking information

ÅPresenting biometric for comparison

ÅScoring risk against established entitlement        

paradigm



Evaluating ID Reader Systems

ÅHuman Factors ðAutomaticity

ÅTypes of IDs that can be evaluated

ÅImage Quality

ÅData Extraction Capability

ÅAuthentication

ÅExternal Database connectivity
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Human Factors

Å Footprint on desk / height of imaging platform

Å Operational Steps

Å Accommodate ID-1, ID-2, ID-3 or other documents

Å Autodetect upon Insertion

Å Rotate/Deskew ðupside down

Å Duplex (read both sides of a document

Å Automatic Classification from Image?

Å Auxiliary  reading from BC, MS, RFID

Å Cover Hood (UV Safety ðexternal light rejection)

Å One Handed operation

Å Glass platen quality ðscratch resistance
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ID Document Library

Å New types of IDs are being issued frequently

Å Older issued IDs are still valid for future years

Å ID Coverage

ð Passports (ICAO / non ICAO)

ð Visas

ð Driverõs Licenses, IDs 

ð Non US coverage of licenses, voter cards, consular cards, etc.

ð Military cards

Å How to Update

Å Frequency of Updates

Å Trainable for new document types

Å Customizable to a subset of IDs for speed
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Functional Requirements

Å Authenticate Accurately
Å Mistakes are not good

Å Authentication
ð Wrongly accuse someone

ð Let a person with fraudulent ID through

Å Reading
ð Field accuracy needed for data input (Name, etc.)

ð Accuracy for database lookup (e.g. Passport or DL Number)

Å Easily Trainable for new document types
Å Secure Library

Å Provide a Risk Analysis
Å Forensic Examiner in a box

Å Adjunct to human inspector
» Inspector can touch and feel document

Å Graduated scale:  0 (low risk) to 10 (high risk)

Å Can be used to refer presenter for secondary inspection



Å Document Detection

Å Document Sizes handled ðID-1, ID-2, ID-3 and others?

Å Cropping, Deskew, Rotation  (also finger rejection)

Å Light Sources ðVisible, UV, IR, Coaxial - how many?

Å Directional lighting for OVD detect or reject

Å Ambient light rejection (cover is important for ID-1 documents)

Å Duplex Capture ðcapture both sides of a document

Å Image Resolution ð200 to 600 dpi

Å Image Lighting Uniformity ðneeded for OCR binarization

Å Image Linearity ðpincushion, lens quality / distortion

Å Focus, depth of field

Å Image Export Formats ðsave images to compressed files

Å Image Pre-processing / Enhancement ðcontrast, filtering, erosion, etc

Å Image Field Extraction ðpull out facial, signature, etc.

Å Color Depth (24 bit color) vs Gray Scale

Å Color Fidelity

Reader Imaging Specifications



Data Extraction

Å MRZ Reading, classification

ð From ICAO documents

ð From non-ICAO compliant documents

ð Font support ðnon compliant OCR-B

Å OCR from fields

ð Accuracy, Speed

ð Engines

ð Field pre-processing

ð Custom Fonts

Å 1D / 2D Barcode Reading

ð PDF-417

ð Cross match to OCR

Å RFID òSmartCardó automated read

Å Magnetic Stripe support
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Document Authentication

Å Authentication Tests

ð Number and types of tests

ð Ability to tune tests

Å Text Based Tests

ð MRZ Tests ðcheck digits, field format

ð Cross Matching

ð OCR, Barcode, Magnetic Stripe, RFID

ð Date Checking ðBirthdate, Expiration, Issue Date

Å Image Based Tests

ð Color / Grayscale Response ðcolor tests

ð Physical Relationship between card elements

ð Pattern Matching

ð Presence/Absence (for all light sources)

ð Security Feature Verification (holograms patterns)
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Software

ÅRecognition Engine

ÅSDK (Software Development Kit)

ÅLanguages/Environments supported

ÅApplication Development

ÅData Structures and Interface

ðXML, SQL, Image formats

ÅSecurity
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Reader Authenticator 

Devices
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Some Types of ID Reading Devices

ÅBarcode / Magnetic Stripe Readers

ÅContact or RFID readers

ÅFlatbed scanners

ÅCamera Units

ÅCard Scanners

ÅIntelligent Card Scanners

ÅReader Authenticators (multi light source)

ÅMobile Devices
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Place of Usage

ÅDesktop

ðCamera Based Reader Authenticator

ðCard Scanners

ÅKiosk

ðPlaten

ðCard Reader (like ATM)

ÅMobile

ðBattery powered, wireless
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Scanners / Mag / Barcode
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Desktop Reader Hardware
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