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S Topics to be Covered
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A The Importance of Identity

A Types and Variety of IDs

A The Problem of Fake IDs

A Manual ID Checking

A Automatic ID Checking

A Reader Authenticator Devices
A Steps in Reading and Authenticating 1D
A Application Areas
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ldentity I1s Key!

- Who am [?
- How do you know who | am?
-How do |

- What can | provide?
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Building Blocks of Identity

AWhat a person knows &

dpassword, PIN, fact (motherads

AWhat a person is or does ¢

d Biometrics: face, signature, fingerprint, iris, DNA, hand geometry
d Characteristics: gait, speech

A What a person has in their possession

d Social security card, birth Certificate, tax return, credit card,
diploma

d ID such as passport, drivers license, green card, military ID

March 3XApril 2, 2009



)

WEST

INTERNATIONAL SECURITY
CONFERENCE & EXPOSITION

A Terrorism

|IDs are important!

d 9/11 brought home the message

A Identity Theft

d Huge number of cases, $$$$ to correct

d Bank fraud, bad checks, credit ca*?
A Underage Drinking

d Drunken driver deaths
A Employment / Hiring Fraud

d Job Qualifications, legal to hire or intrinsic value
and

A é

‘ The Identification - Authentication
Market

lr Transaction Model h_Ll

Transfer of goods or

services having "real” Permission to carry out

an activity

— Credit ~— Use Public Transportation
m O r e __ Currency i— Cross Border

| Securities L Access Facility

| Real Estate — Operate Vehicle, Plane...

|- Loans/Leases/Rentals — Attend Event

— Perform Professional Service
__ Access Restricted Goods/
“— Art & Antiquities Services

\— Branded Goods

March 3XApril 2, 2009



———

1
IS¢  Where do you use an ID?
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Take a professional test

A Board a plane

A Open a bank account A Government

A Cash a check A Military

A Check into a hotel A Banking

A Renta car A Transportation

A Getajob A Hospitalit

A cross a border ospitaiity

A Enter a secure building A Employment

A Purchase liquor A Casino

A Buy firearms A Underage products
2 Get some Sudafed at the drugstore A Motor Vehicle Dept
A

e March 3tApril 2, 2009



IS¢ What are Some Types of IDs?

A Passports

A Visas

ADriverds Lic
A ID

A Military

A Government (PIV)

A Voter ID

A Employment Authorizatior
A Alien Registration

A Border Crossing Cards
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ID Standards

A ICAO

d ID-3 Passports Visas
d ID-2 IDs

d ID-1 Green Cards, Border Crossing, Employment Authorization,
Passport Cards, EDL

A AAMVA

0 US/ Canada Licenses and IDs
d Layout
d Barcode, Magnetic Stripe

A FIPS201

d Government Programs

March31-April 2, 2009



)

|
ISC  \/RTDs- Machine Readable Travel Documents

WEST

INTERNATIONAL SECURITY
CONFERENCE & EXPOSITION

ICAO (International Civil Aviation Organization)
Document 9303

Standard has been around since mid 19800s

e.. but stil]l not used universally!
Non-ICAO Passports & ID-3 size MIRTD
perhaps 60 countries TAcROuN Stk fo
available for / :z;s‘:m':m“
w/ICAO + non—IC_AO 32’352’1?0;1. ( ID-Z size MRTD N verification
perhaps 20 countries feature(s) \ / feature(s)
w non/ICAO \ ;
@ ID-1size MRTD )\
Types ¥
yp ID-1 DL sized 4?00(0]@._> Nominal .cen'fehc?l Nar:mal cet.lr.ecl'i <-»110.0 (0.39)
. machine venfiabie machine vanfiable
ID-2 |ntermed|ate_ _ structure feature substance feature
ID-3 Passport/ Visa size 170060 , N
W ¢
e-Documents I e TR e—— L
S| 2 MRZ
v v\_ 2 2% /
Nominal dimensions in millimetres Not to scale

{inch dimensions In parentheses)
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PERMANENT RESIDENT CARD

mmvuuo,vmov;;:;:mmm k. | XX\& \\\\ \KO}V\\\

Of the United States,

Cn .jx '»,Wﬁr D

,;.In (0280
P anidot Seyy « Q10180

C1USAO000000204SRCO000000020<<
2001010F8001022CHN<C<C<<C<<Cc<<<?
VOIDCEVOIDCCLLLLLLLLLLLLLLLLLL

e b PN TTERSE AT E S0 RN RIS

o Tyoe TGS Cote Coas 1Go8gn  Peemort #0 o M Patpen /Mo v ~evgirm
USA

%gn STATES OF AMERICAC
“ unnlouueuum/m«wa

. 04 JUL 1967

SEE PAGE 27

UQA

P<USATRAVELER<<HAPPY<<<<<<<<<<<<<<<<L<<<LL<<L
3400072370USA6707046F1608078910000193<113538

P‘_US‘TRAVELER<‘<HAPiPY<<<<<<~<<<<<<<<<<<<<<<<<<
1500000035USA56091 osugjn 150<€<<<<<<<<<<<<08

N X e VR g

March 3XApril 2, 2009



)

t
S Anatomy of a Passport

INTERNATIONAL SECURITY
CONFERENCE & EXPOSITION

Inlay with integrated

A Photo
A Human Readable Information -

A Machine Readable Zone (MRZ) { ;ia‘h\{«,'}i TRONIC
A Security Features findning
A RFID

Passport cover

&

2 Aie

AN A

2

“Plag,

R : 4'\, s
- %{, STATES OF AMERICAGC = ™
é Sirthvi Date de nessance / Fecha ds mecimento

- 04JUL 1967 Sea e laminated 7
Place of birth / Lieu de natcance / { agar de naoemiento Sex / Sene /w0 3 protective layer
- WASHINGTON. D.C.. USA. P A AN
i | Oat On e / Fechade xpndodn  Aushoriy/ A ki
: : Data page with
data and photograph
Inlay with ; Contactless module
contactless chip ‘

Integrated Circuit

laminated

3400072370USA6707046F1608078910000193<113538 protective layer

March 32April 2, cvoo
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Non-MRZ Zone

U Specifications for layout

U Human readablé crosschecking
possible

Security features

U UV, microprint, laminate, OVDs
check digit, and others

Non compliant ICAO-
standards not always followed

U check digit scheme
U MRZ location

U font variation, spacing, ink

MRTD Features

D‘-i\ (Nameofizsuiestareororganizanan],
- HNomdelkat Jiettenrondel o1 gamsationemetirice

03 Ope 0

Pastport

@ P(n'nﬁss:;n ( Tpe @
serrvIdanrfia

19 (Holdgr's Portrait
Portraitdutitulaire)

|O S

(_/é.“¢|(-/J g fBirth/Lieuden:

rityorgffice
:: dd..ll veance -\ totseo bm-e'aue“mnm

{ &) Daresfexpiry (1g) Helder'sSi re.
@ Dated expiration @ Signaturedutitalaire

(Machinereadablezone’ Zonedelectureantomatique }

\

UTC)PLA
P(]‘;sporif UTC cooe gedupayr LE:Q.E..QCQ\’
Passeport
ERI(SSON
WA 1 R‘IA
Jr’\Puw -
064l |éléééa

-------

[ m-\_li.-.-, ,-:,.-m"; e

P<UTOERIKSSON<<ANNA<MARIA<<<<<CLCCLCCCCLLCLLK
L898902C<3UTOS908061F94062362E184226B<<<<<14
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MRZ d Machine Readable Zone

AOCR-B font

human & and machine reada

AB-900 ink (IR)
A2 line or 3 line

A Structured formatting of

ThePrumaryideniifier.

bFI eﬂale sthatthe

CUOIFenisd
passpotbook
Oneadditional
charactermaybe
wsedtgforthendentify

thedocumentatthe

discranonafthe

15simng Stale

tondic anethe
EsmngState®

A Country, name, DOB, sex l

PC<UTOERIKSSON<<ANNA<MARIA<<<LLCLCLCLLLLLLCLLKL

A Securityd

A check digits (#3-1)

Threel=ttercode

Wherstherersnsors
thadaecomponeat,
theyshallbeseparated
byasmglefiller

Eachcompenent
isseparatedbya
smglehllercharacter

Dol filles
characters
midbcatethat
thasistheend
ofthe
Prmaryldentifier

vlﬁr

. Secandarydentifoer .

Fullercharacters, nsedto
comapletethe
uppermachinereadableline,
wndscatetherearenc
othernamecomponentsin: haded.

LBFBR02C<3UTO6908061FF4062362ZE184226B<<<<<14

T T Sexof | Checkchgt Checkdgt
halder oo Ll
T 1 dateafexpury momaldata
Matanaliyof (M For=)| ] | L s
Dooement  cumber theholder ) ]
comprisngapio § represented Checkdign | | Dasectexpay . P
ueruce i e ﬂnrhrﬂ ﬁnd_],nnpsj' ofibedocumens | Opizonaldsia Orverallcheckdign
Unusedcharactenposineas lettareads® hirth informat atthediscrenon W"‘-ﬂ_
cccupiedbyafillen(<) | WMDY ofissning$taie lewerma:ne
| L 4 | readatleline
Checkdigit | | Holder'sdateofburth |
onthe i ferma Y Y2 DD

documentnanber.
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U. S. / Canada Dr i

AAMVA (American Association of Motor Vehicle Administrators)
RMVs and DMVs, industry
Design
States like to show desigrisometime at odds functionality
Layoutd e.g. Under 210 vertical format

Security Features Usallstate choice® cost factor per license
Data Format Name, ID, DOB, Expiration, Face, Address, hair, etc.

Standardization?
2000, 2003, 2005 (best practice)
2009 (required compliance)

Formatting issues
Standardized format but non uniform use of the format
Name format variation® JOHN SMITH vs. SMITH, JOHN
Address format variations, zip, etc

Real ID Act
Some controversy re National ID, state resistance, who can get DL
Funding to Implement?

Verification Hub coming AAMVA!
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Section202b) of the Act directs that REAL Haompliant licenses and
identification cards must include the following information:

(1) The person's full legal name, date of birth, and gender;

(2) The person's driver's license or identification card number,

(3) A digital photograph of the person;

(4) The person's address of principal residence;

(5 The person's signature;

(6) Physical security features designed to prevent tampering,
counterfeiting, or duplication of the driver's licenses and
identification cards for fraudulent purposes; and

7) A common maching@eadable technology, with defined
minimum elements.
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A State Information
A License Class
A Name

A Address

A DOB

A Expiration

A Biometrics v

L ”6 Photo -
u? - 0 Signature
B 5 Height/ weight

| | [ |

-i & Hair / Eye Color

il -
i
B | il

March 3April 2, 2oo§
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Possible Data Sources on ID

A Human Readable
0 Textd OCR
d Image —

A Machine Readable =l

d Magnetic Stripe ——— e —
d 1 D Barcode = ] g

0 2 D barcode SmmTE

55 1as Dhange

-

N s

e e e e

B S I e T e e e e w0

0 RFID
d Contact Chip
0 Watermark

March 3XApril 2, 2009
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IIIIIIIIIIIIIIIII
EEEEEEEEEEEEEEEEEEEEE
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A Machine Readable
APDF417 is standard for DLs [m=—rims
A AAMVA standard 200(200320052009

A Data tags

A Required / Optional / State defined

A Standards not always followed

A Redundancy

March 3XApril 2, 2009
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— Magnetic Stripe
A AAMVA standard
A 3 tracks - '."."..“_‘.;:""’_'""""""?'__."_._1
A Format defined 4

A Phasing out .
A Can be demagnetized

March 3XApril 2, 2009



S Biometrics
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A Tie the document to the person

A Picturedfacial match to person or stored imag
A Signature

A Height, Weight, Hair Color, Eye Color

A Fingerprint

A IRIS

March31-April 2, 2009
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A UV Patterns e or—————
NEW STYLE NEW YORK DL
A I R Patterns Optically Variable Device: Wavy
( NE&Y()RK STATE ) line across face of DL appears to
etk move and then disappear when DL

A Laminated Coaxial lighting vrrvi Licenst | SRR

1D: 000 000 000  CLASS DM

s UV: small blue NYS seal overlaps

A G ho St | m ag es \oa Ctaer T top of image, large NYS seal
' Wl 2L across front blue/green/blue

it
£ NONE

A h k . . ; e Retro-reflective Laminate
C eC DIgItS Micro-printing: “‘New York State;’

i llﬂllﬂlllllllllllllﬂ]lllllllﬂﬂlllr B repeats across bottom of top

A OVD / KI N eg ram —o o /.)L"IIHI(’I'.‘ “I Love NY" right of

image

Color Blending: top border

A M ICrOprI nt i Wiy Rigid: will not crease when bent

ms AT R 18 .
h“ms,‘ jw’ \Qbﬁl‘f Digital Image and Signature

A Watermark Coded Document Number
1D and 2D barcode on back
Aé.. Many mor e

March 3XApril 2, 2009
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Lighting Types

IR (Infrared) Printing
B90O0 Ink

P CAN VA000000
SOO0HUM
VALERIE SPECIMEN

Dri ver 6s
ID Cards

'NEW YORK STAFE

2N LEARNER PERMn‘
| 1D:023 000 610 COMMERCI AL T

CANADIAN/CANADIENNE
08 ocT /ocT 71

F OTTAWA CAN

06 JULY/JUIL 93 HULL
06 JuLY/JUIL 98

P<CANSOOHUM<<KVALERIE<SPECIMEN<<<<C<<<CCLCLLLC
VADOD000<7CAN7110081F9807062<<<<<<<<<<<<<<06

Color Image

Lice
IR Printing

SAMPLE,LIC

123 ABC AVE

ANYTOWN NY

12345

SEX:F EYES: BR HT 508 CLASS:B

ENO:N REST: 8K
ISSUED: 02-12-01

~acsse Yhnale. 86230000

Color Image

UV Security

UV (Ultraviolet)

Security feature

Coaxial Light

Security

Laminates

Laminate

22
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A New generation of document with Smart Card technology tied to |
biometrics. Photogreph :m
8 PIV card (HSPEL2 / FIPS01) [ r—
d TWIC & Transportation Workers Identity Credential | S =
0 e-Passport/ Passport cards %""‘“
& FRAC (first responders) —
d ACIS (Aviation Credential Interoperable Solution) PASSPORT

0 € and ot hers
A Need for Improved Credentialing
0 Closer checking of breeder documents
0 Capture of Biometrics
A Privacy Concerns
0 How close to be able to read?
A Reader Availability -(';. S e

STATES OF AMERIEA 3,

T *PASSPORT CARD » .
e >

G
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ISG What About Non-Standard Documents?
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Only embracing RFID/Contactless Smartcard
doesn't solve the document
authentication problem:

A 214 countries, each with unique 1D
documents, most noiRFIDA over 8000

OCR Reader

in all T
A Most will continue to be used for the | “F'DT“"““ |
next 20 years checkingsecurry checing dgral | kg secury
A Inthe U.S., over 500 drivers license N 1. .
documents that will continue to be in use ¢ [
for many more years Y

MRZ vs chip 7

H Y
Dot:urlnc-n. L oK
valia
o l N
Go to biometric

€ verffication checking: closer

A It takes 3.5 years to train a forensic
document inspector

A Inspectors don't have enough time at |
Inspection points to catch good fakes

llllllllllllllllll wiatchlists iHSDEE:iOI'I
_
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ID Variety

March 3XApril 2, 2009
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The Problem

A Significant Transaction Volume
d Over aBillion (B) U.S. Exit/ Entries
d 3.2B WW Airline Passengers
d Thousands of Entry Points

A High Number of Issuing Locations
d 8.9K+ U.S. locations issuing Documents
d 20,000+ international locations issuing Documents

A Thousands of Document Types
d Passports, Visaods,

March 3XApril 2, 2009
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= ID Variety

IIIIIIIIIIIIIIIII
EEEEEEEEEEEEEEEEEEEEE

A New Issues from Jurisdictiodsall the time
A Different Classes
o0 DL, CDL, Under 21, Boat, Motorcycle, ID only
A Different wording, layout, color
A Information in different locations
A Different information provided by different jurisdictions
A Difficult for human inspectors to know all the variants
A Worn and dirty documents

March 3XApril 2, 2009
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YLAND
01-02-03
DRIVER’S L]

CLASS ENDORS.

BIRTH DATE
01-02-

TYPE DONOR

T HEIGHT SI
H G-DIJ 200 M C6

Chlag®

JOHN DOE 2ND N
9012 ANYMHERE ROAD

GLEN BURNIE AR MD
(I A

LIC #: $-514.778-616-977 %
SLZV 5

21060
Iznpmvnzm PURPOSES; GNLY - CSE

D
9-12 U7
IDENTIFICATION CARD

IDENTIFICATION NO. UE DATE TYPE |

I] 000-429-000~ Dl]3 ﬁszﬂ 02 ¢6

.“ p & Uiml;iwéii %z 15 sﬁx 'DONOR » LIC #: $-514:778-616-977

JOHN
15 RUG R()R[]
NOT' A, LICENSE

GLEN BURNIE AR HD 21061
DENCHRRT R e

IseueD-tel127'003

[EXPIRES
06-24-07
HOPED PERHIT

"
CLASS ENDORS. IDENTIFICATION nu
N E =000-4;

i D UE DME
E
BIRTH DA wcn f: 5

v RESTR GuT SEX TRE. DONOR
J 85 M CO

\ N s
UNDER 21 ﬁLEI‘lNﬂL . RESTRICTED
JOHN CRT DOE

ZDDUU FﬂNTﬂSV AVE

===

Eoh, CE‘:‘W EMW a0 M

Provisional Driver's License

LIC #:5-614-373-705#72 TPNS. Commercial Driver's Li
z uc&o-sm-ssmn@‘a
RNIE. AR-IH s 73

MA
YIAN 06-24-07
‘ IDIE‘NTIFICMTON CARD fm ;M
. 1SSUE DATE TYPE —
%ﬁ'ﬁ:ﬁﬁ"‘“ ‘00.7? a4 gorcn oS 143426702318 fﬁ
01-02 85 M il :
//L b =
UNDER 21 ﬂLCDOEHﬂL NES'N[C'[D
ZDUUU FRNTRSV AVE I »}a.;cinsz
||l || | |||||||| |||l|||| it l|| ||| b x| _
lssue Date: 07-04-2002
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oTheare more than 240 diffe
| 1T censes |1 ssued within th

0 Iwbuld not be easy for CBP inspectors to have a
passing familiarity with, let alone a working knowledge
of, each of these documen

AsaHutchinson,

Under Secretary for Border and Transportation Security
Testimony before U.S Senate Finance Committee
September 9, 2003

March 3XApril 2, 2009
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ID Fraud
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A Counterfeit
d Examine Built in Security Features

A Altered - removal and/or addition
d Look for Age or Date Modifications
d Look for Photo Substitution

A Theft of legitimate materials
d Test for all security features
A False issuance of legitimate documents
d Corrupted officials (test for ID number)
A Use of Valid Document by Different Person
d Biometric: Facial Matching, Signature
d Database matching

March 3XApril 2, 2009
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[ Do-It-Yourself Kit | wie alsa affer | Custom PVE Card Printing | 5}

e - T

Welcome to our Templates & Supplies Shop!

card. The contents on the kit includes:

. 16 Butterfly Lamination Pauches, four each of:
. 7mil- non magnetic stripe
. 7 mil- 102" magnetic stripe
« 10mil- non magnetic stripe

$39.95 +sh « 10mil- 172" magnetic stripe
. Peel-and-Stick Security Holograms
o « Movelty ID Card Templates on GD-ROM

. Instructions and "how-t0" guides on making your own (D,
BUY HOW

" x> :
- Iy NVEaakl zweaed LOUNTERFER
— >
T liaucaid Conu

=8 AT RIS o

L
MANE EASY

St YO ST TS

F2 ey i
—

pan o

13y B renne SSanawis

e.g. PhonylD.com

The purpose ofthis do-ityourself kit is for designing and printing your own Mavelty & Fake 1D cards. This kit
containg enough material to printup o 16 nawelty cards. The templates are designed for use with Adobe
Photozshop or comparable image editar. The included supplies will give you the capability to produce a wide
variety of identity card types. Ifyau are shopping for Teslin ar halo-pouches” anly, please see aur links belay

This kit is designed to produce photo-laminated novelty ID's, printed from your home computer, It utilizes
Teslin, which when laminated with a lamination pouch, produces a plastic like card similar to a credit

« 8-up Inkjet Teslin -andior- 8-up Laserjet Teslin 2 sheets (you must specifywhen ordering)

How Te Make
Driver's Licenses
and Other 1D
on Your Bame Computes
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Manual ID Checking
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Tools for Manual Checking

March 3XApril 2, 2009
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ID Manuals

|NTERNATIONAL
EDITION

DELAWARE
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__ Bankershiline.» Verify 1Ds Using PLEASE

FPicture. compare caretrully
¥ to individual presanting ID

Logos./Holograms praesaent
L (could also Be validity of
license numbaer)

© Expiration date, out of date
meacana it ia not a valid 1D

A Age, compare DOB to age of
indwidual presenting 1D

85 o
Signature, compars signature
on |D to that on itam presentoed

£ Evidence of tampenng,

m review carefully for possiible altecations

Lok Tor Know what Also, Compare the 10D to
astate-specific our state |Ds icturas of known |Ds
cluon ook like if it's from out-of-state)

- A . _ 9

36



)

11‘

' AS
ISC Human Examination Severely Limited *

Sy Too many documents, not e

CONFERENCE & EXPOSITION

A Security documents have become si
world, but there are too many identity documents and only seconds to
make an evaluation and approval decision.

A There are currently more than 1,500 different types of domestic and
International drivers licenses and identity documents in circulation.

A 40% of passports and visas do not comply to ICAO international guidelines
for travel documents and these will be in circulation for many years.

A Document inspectors and security personnel cannot be expected to
memorize the features of the thousands of different identity document types

A Humans are susceptible to fatigue, distraction, intimidation, bribery,
bl ackmail é

A Inspectors spend too much time entering data and too little time evaluating
the human behavior of the document presenters.
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Reader- Authenticators



— Reader / Authenticators

IIIIIIIIIIIIIIIII
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d Remove problems of human vulnerability to:
AMemory
AFatigue
ADistraction
ABoredom
ABribery /Blackmail

o Allow more focus on:
AHuman behavior
AFacial Matching



IS¢ Reader/Authenticators Allow:

IIIIIIIIIIIIIIIII
EEEEEEEEEEEEEEEEEEEEE

A Reading and identifying document type
A Collecting information from document
A Confirming presence of known features
A Referencechecking information

A Presenting biometric for comparison

A Scoring risk against established entitlement
paradigm



ISC Evaluating ID Reader Systems
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A Human Factor® Automaticity

A Types of IDs that can be evaluated
A Image Quality

A Data Extraction Capability

A Authentication

A External Database connectivity
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Human Factors

Footprint on desk / height of imaging platform
Operational Steps

Accommodate IB1, ID-2, ID-3 or other documents
Autodetect upon Insertion

Rotate/Deskewd upside down

Duplex (read both sides of a document
Automatic Classification from Image?

Auxiliary reading from BC, MS, RFID

Cover Hood (UV Safety external light rejection)
One Handed operation

Glass platen quali®y scratch resistance
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i ID Document Library

INTERNATIONAL SECURITY
CONFERENCE & EXPOSITION

New types of IDs are being issued frequently
Older issued IDs are still valid for future years

ID Coverage
0 Passports (ICAO/ non ICAO)
Visas
Driverds Licenses, | Ds
Non US coverage of licenses, voter cards, consular cards, etc.
Military cards

How to Update

Frequency of Updates

Trainable for new document types
Customizable to a subset of IDs for speed

o Io Po
Qx Ox Ox Ox
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A Authenticate Accurately
A Mistakes are not good

A Authentication
0 Wrongly accuse someone
0 Leta person with fraudulent ID through

A Reading
0 Field accuracy needed for data input (Name, etc.)
0 Accuracy for database lookup (e.g. Passport or DL Number)

A Easily Trainable for new document types
A Secure Library

A Provide a Risk Analysis
A Forensic Examiner in a box

A Adjunct to human inspector
» Inspector can touch and feel document

A Graduated scalet to 10 (high risk)
A Can be used to refer presenter for secondary inspection
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¢ Reader Imaging Specifications

INTERNATIONAL SECURITY
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Document Detection

Document Sizes handledliD-1, ID-2, ID-3 and others?
Cropping, Deskew, Rotation (also finger rejection)

Light Source$ Visible, UV, IR, Coaxialhow many?
Directional lighting for OVD detect or reject

Ambient light rejection (cover is important for 2 documents)
Duplex Captured capture both sides of a document

Image Resolutiod 200 to 600 dpi

Image Lighting Uniformi# needed for OCR binarization
Image Linearity) pincushion, lens quality / distortion

Focus, depth of field

Image Export Format8 save images to compressed files
Image Pregorocessing / Enhancememtontrast, filtering, erosion, etc
Image Field Extractiod pull out facial, signature, etc.

Color Depth (24 bit color) vs Gray Scale

Color Fidelity
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Data Extraction

A MRZ Reading, classification

0 From ICAO documents

0 From norlICAO compliant documents
d Font supportd non compliant OCRB

OCR from fields

d Accuracy, Speed
0 Engines

0 Field preprocessing
0 Custom Fonts

1D / 2D Barcode Reading

d PDF417
d Cross match to OCR

RFI D o0SmartCardd aut omat ed

Magnetic Stripe support
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IS¢ Document Authentication

INTERNATIONAL SECURITY
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A Authentication Tests
0 Number and types of tests
0 Ability to tune tests

A Text Based Tests
0 MRZ Testsd check digits, field format
d Cross Matching
0 OCR, Barcode, Magnetic Stripe, RFID
0 Date Checking Birthdate, Expiration, Issue Date

A Image Based Tests
0 Color/ Grayscale Respongecolor tests
Physical Relationship between card elements
Pattern Matching
Presence/Absence (for all light sources)
Security Feature Verification (holograms patterns)

o x Ox ox
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A Recognition Engine
A SDK (Software Development Kit)
A Languages/Environments supported
A Application Development
A Data Structures and Interface
0 XML, SQL, Image formats
A Security
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Reader Authenticator
Devices
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I5C  Some Types of ID Reading Devices
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A Barcode / Magnetic Stripe Readers

A Contact or RFID readers

A Flatbed scanners

A Camera Units

A Card Scanners

A Intelligent Card Scanners

A Reader Authenticators (multi light source)
A Mobile Devices
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— Place of Usage
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A Desktop
0 Camera Based Reader Authenticator
d Card Scanners
A Kiosk
d Platen
0 Card Reader (like ATM)
A Mobile
O Battery powered, wireless
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Scanners / Mag / Barcode
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IS¢  Desktop Reader Hardware
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