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AssureTec Systems, Inc.

 The Company’s mission is to become
the premier provider of security
solutions based on risk assessment.

* “Being safe is a matter of striking an
intelligent and informed balance

between locking ourselves away in a | z
fortress, and being reckless ...”
Quote from Walnut Creek, CA Police Dept. Website “
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The I-AM Market

The Identification -
Authentication Market

F Transaction Model E !

Transfer of goods or
services having "real”
or intrinsic value

— Currency

10/7/2003

— Securities

__  Real Estate

— Loans/Leases/Rentals
— Branded Goods

— Art & Antiquities

Permission to carry out
an activity

— Use Public Transportation

— Cross Border

L Access Facility
— Operate Vehicle, Plane...
— Attend Event

— Perform Professional Service
Access Restricted Goods/
Services
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The Objectives

e Intrinsic Value Transactions

— Authenticate the Item or Title being
transferred

— Provide linkage to individual(s) in case of
challenge to ownership rights

— Security is import, but risk/liability is usual
limited to the value of the goods transferred
(except for pharmaceuticals, ...) z

— Time is important, but not typically a criticall

element
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The Objectives

e Permission Transactions

— Validate the entitlement to engage in the
activity

— Link the individual to the entitlement

— Ensure that the entitlement has not been
revoked or extenuating circumstances do
not exist to challenge the entitlement

— Security is of paramount since risk/liability !
is often measured in catastrophic terms

— Time is often a major pressure
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Desired ID Cycle

IDENTITY VERIFIED

/

CLAIM IDENTITY
& REQUEST ID

ACCEPT CLAIM TAKE ACTION!
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BIOMETRIC
NO MATCH?
WANTS OR
WARRANTS?
DOCUMENTS o
AUTHENTIC?
YES FAKE OR TAMPERED?
REJECT &
LOG \|
REJECT AND LOG / r\
INFORMATION \J SHARE REJECT DATA /
o?
=z
CONFIRM READ
ISSUANCE &
2 AUTHENTICATE
LIFE PROFILE
MATCH? NO
—_ _l\ POINT OF USE
'\ ACCEPT CLAIM 4 CLAIM ID
2 ISSUE ID - / PRESENT ID
l/ STORE INFORMATION |




Point of Use (POU) Consideratio

* Physical Environment
— Space
— Heat/cold
— Lighting
e Distortions
— Document wear/aging

— Presenter aging, appearance
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POU Considerations

e Time Pressures

— Peak throughput periods

— Individual wait period tolerance for detai
evaluation/questioning

 Exception Handling
— Easily supported by physical layout 1
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POU Considerations

* Human Vulnerabilities
— Boredom
— Collusion
— Distraction
— Intimidation
— Memory retention
— Just plain “bad” days
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What Needs to Occur at the PO

Collection of Data — from the documen
presented and/or from the individual.

Authentication — of the document
presented.

Matching — the individual with the pho
or other biometric contained on the
identification document
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Why?

SECURITY., SECURITY., SECURITY!
Collection of Data

— For historic, present and future data comparisons

Document Authentication

— To validate the entitlement being granted

Matching of Individual to Document

— To verify that the data and entitlement belong to the :'!
presenter
Ultimately to determine that there is not an .
unacceptable risk in granting the entitlement.
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How Technology Can Help

etter Efficiency
— Faster data collection and comparison
— Faster document authentication

Enhanced Security

— More accurate, secure and reliable data collec

— More complete, accurate, and reliable docum
authentication

— More reliable matching of presenter to documen!
and “watch” lists
READ THIS AS AUTOMATION .
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Objective Performance
Measurement

e Accuracy
— Data collection
— Feature/biometric comparison

« Completeness
— Documents supported
— Feature tests supported
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Objective Performance
Measurement

e Flexibility
— New documents
— New features
— New/layered biometrics

* Speed
* Reliability
e Cultural Acceptance
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The “TOOLS”

* Inspectors

* Documents

e Biometrics

* Security Features/Devices
« Data/databases

e Electronic support

-
— Smart cards, readers, RFID, processors, t
authenticators, networks, ... |

* Analysis methodologies
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Necessary But Not Sufficient

e Inspectors are good at detecting telltale
signs in human behavior. They are not
very good at other tasks.

* Biometric technology helps link presen
to document, authorization records, an
“watch” lists, but does not help with q
behavioral indicators or data collection
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Necessary But Not Sufficient

 Readers and authenticators help collec
data, validate authorization, and collect
images for comparison, but need
automated biometrics and/or inspector
to link to the presenter.

* Databases and analysis processing
provide checks and risk assessments but
need other “tools” to collect and link the

information “
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Necessary But Not Sufficient

 Secure Documents seal data and
biometric information, but need to be
read and used by other “tools”

e Security devices protect the integrity of
the information on the document but
need diligent verification by the
inspector (overt) and authentication
devices (covert) to actually accomplish
this goal.
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New Technology Emerging

e Security Features

* Biometrics

* Reader/authenticators
 Document data storage/intelligence
* Networks and databases

* Analysis software
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Security Features

 Need Automated Fast, Reliable, Self-
auditing Verification
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Biometrics

 Need Automated Fast, Reliable, Self-
auditing Verification
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Reader/Authenticators

 Need to Provide Automated Fast,

Reliable, Self-auditing Authentication

The Process

Step Three ' Step Four

. Analysis & ) \ Check Information
omparison o Against

Document
Structure/Materials | ‘ Relolenceibatabasss

Step One

Identify
Document

Step Five
Presenter Confirmation
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Capture Image

LR PO T VIV S P VW YU Flia T Ve NIy FErFLY LLF \
Type/Caté-  Code of issuing / dupays PASSPORT NO./NO. DU PASSEPORT
P’:::”EP;).:T gorie State . Co?mﬂg?

- 150490124

Surname / Nom

MON

Given names / Prénoms

BRUCE CLAUDE
Nationality / Nationalité

UNITED STATES OF AMERICA
| Date of birth / Date de naissance

| 14 JAN/JAN 46

Sex / Sexe Place of birth / Lieu de naissance

- M MAINE, U.S.A.
Datc of issue / Date de dinwam Dan of expiration / Date @' expiration
14 JUL/JUI 93 13 JUL/JUI 03
Authority / Autorité Amendments/

N PASSPORT AGENCY Modifications

SEE PAGE

quﬁﬂ NATIONAL PASSPORT CTR 24

ff'tﬂlAHONK<<BRUCE<CLAUDE<<<<<<<<<<<<<<<<<<<<<
 1504901244USA4601140M0307134<<<<<<<<<<<<<<<0

......
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Identity & Read Data

[iDentify]

row1=P<USAMONK<<BRUCE<CLAUDE<<<<<<<<KKKKLKLKLKKKK<<
row2=1504901244USA4601140M0307134<<<<<<<<<<<<<<<0

doc=P
docname=Passport
state=USA
statename=United States
priid=MONK
secid=BRUCE CLAUDE
nation=USA

nationname=United States

dob=460114 doecheck
dobcheck=0 doevalid=
dobvalid=1

sex=M

doe=030713 row2valid=1

num=150490124

numcheck=4

row2check=0

numvalid=1
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Check Security
P 150490124 _ B900 IR '

sl Printing

BRUCE CLAUDE

|14 JAN/JAN 46

M MAINE, U.S.A.

|14 JUL/JUI 93 13 JUL/JUI 03
@K PAsSPORT AGENCY

e NATIONAL PASSPORT CTR 24

ESCLAUDE<CSCCLCLLLLLLLLLLLLLKLL
4601140M0307134<<<<<<<<<LLL<LKD :

UV Security >

Feature
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Capture Image

NEW YORK S

- Ve,

013000585 SRy GG IED Lok
DOB:05-05-66

SAMPLE,LICENSE
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6
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Identity & Read Data

[iDentify]

doc=DL num= 013 000 555
state=NY dob=05-05-66
statename=New York sex=M
docname=Driver doe=05-05-02
LICSES doi=07-15-97
Subtype=RESTRICTED

priid=SAMPLE

secid=LICENSE
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Check Security

<= |R Image

m—p>

Coaxial (Retroreflective) Image
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OVD Example

(Optical Variable Device)

ima A

0: 1996164 55 912200

0

OVD Detection OVD Suppression '
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Other UV Examples
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Identification Process Summary

* |dentify document type and read data
» Collect information from document
» Evaluate probability of authenticity
* Reference-check information

* Present biometric for comparison .

* Determine risk against established
entitlement paradigm
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Document Data Storage/Intellige

 Helps Provide Automated Fast, Reliable, Sel
auditing Verification

 Watch for - MicroElectroMechanical Syste

(MEMS) technologies and MEMS devices th
enable microsystem solutions

— Imagine machines so small they are imperceptibl
to the human eye.

— Imagine working machines with gears no bigger

than a grain of pollen. .
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Networks and Databases

 Help Provide Automated Fast,
Reliable, Self-auditing Verification
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Analysis Software

 Helps Provide Automated Fast,
Reliable, Self-auditing Verification
through Behavioral Pattern and Cross
Referenced Data Matching.
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Conclusions

No single component is sufficient to
provide a solution

Human vulnerabilities must be minimiz
for any real improvement

Efficiency in resource utilization is key t
true risk reduction

Each component must be evaluated in ?
terms of its net impact on the performanc“

of the system
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Conclusions

* Each component change must be viewed
pragmatically in terms of what it improyv
and what potential vulnerabilities it crea
for a true net benefit analysis

* There is no need to wait for implementat
of new technology to improve security
today. .

» Technology costs are not the bulk of the
implementation costs/time.
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Contact Information

e Bruce Monk, President

e 200 Perimeter Rd, Manchester, NH
03103; P:603-641-8443 x17;

e K
e W:
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mailto:Bruce.Monk@assuretec.com
mailto:Bruce.Monk@assuretec.com
http://www.assuretec.com/
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